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Every day around the world small and medium-sized businesses are getting hacked.  These attacks vary in 
origin and intent, but all have serious business implications.  Protecting your business from loss of data, 
ransomware, or having your web site defaced is essential to avoid loss of business, reputational risk, or fines. 
 
It is impossible to prevent attacks from being successful against determined, well resourced, and well-trained 
hacking teams, such nation-state actors.  Fortunately, most criminal actors follow Willie Loman and focus on 
highly profitable big businesses.  In the past couple years, however, the tools necessary to generate a wide 
variety of sophisticated attacks have been automated and fully automated tool sets are available for purchase 
on the dark web.  The wide availability of sophisticated hacking tools has allowed attackers to go after 
anything not sufficiently protected. 
 
Once the automated tools find an exploitable vulnerability, they can execute a wide variety of attacks 
depending on what the hacker wants to do.  Options include exfiltrating your valuable company data 
(customer names, accounts numbers, personally identifiable information, sensitive business information or 
intellectual property), encrypting your data for ransom, stealing credit card information from website payment 
system, or simply taking control of your information technology (IT)to use it as a platform for attacks on 
others. 
 
Hackers are creative, persistent, motivated, and only infrequently caught and subjected to legal action.  
Protecting your business from cyberattacks is essential, but it’s not easy and surveys show a high percentage 
of small and medium-sized businesses are vulnerable.  There are many reasons:  lack of cyber knowledge, 
shortage of skilled IT and cyber professionals, the complexity of IT leading enabling many attack approaches, 
and not understanding of the potential costs of not securing your IT. 
 
There are two major approaches to operating and securing the IT that supports your company:  do it yourself 
or buy support as a service.  The two approaches are not mutually exclusive, and while you can get a lot of 
things “as a service”, there is some work that your organization will need to do – whether with full-time 
employees or as “service calls”. 
 
IT and cybersecurity are complex and operating and security your IT networks and infrastructure successfully 
is difficult.  Table 1 shows the major areas in network operations and cybersecurity that need to be addressed.   
 

Network Operations Cybersecurity Operations 
Endpoint Detection and Response Intrusion Detection and Protection Service 
Network Traffic Monitoring Security Incident Event Management 
Unified Endpoint Management Next Generation Firewalls 
Network Performance Monitoring & Diagnostics Security Orchestration, Automation, and Response 
Network Topology & Discovery Application Security Testing 
Intelligent Application and Service Monitoring SSL/TLS Decryption & Analysis 
Software Asset Management Data Loss Protection 
 Vulnerability Assessment & Penetration Testing 
 User and Entity Behavior Analysis 

Table 1 – Network and Cybersecurity Operations 
 
Each of the lines of effort requires one or more tools to achieve the desired results (properly operated and 
defended IT for your business).  Since there are at least 16 lines of effort, some businesses can have 20 or 
more tools.  Each of the tools must be properly installed, configured, and kept up to date.  While some tools 
integrate, many do not, and there can be conflicts requiring careful configuration.  While IT professionals 
may be familiar with a variety of the tools, nobody is an expert at all of them, leading to the attractiveness of 
managed services or “as a Service” models. 
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Due to these complexities, a good first step is for any company to find a good framework that enables a 
methodical and complete review of all the issues associated with securing your company’s IT.  An excellent 
framework is the one developed by the National Institute of Standards and Technology (NIST).  More 
complicated frameworks focusing on cybersecurity include MITRE ATT&CK, DODCAR, and the National 
Security Agency (NSA) Technical Cyber Threat Framework. 
 
While there are many threats, bad actors tend to mostly use tried and true simple techniques for the simple 
reason that they work well.  Studies over the last several year show that the most common attacks involve 
phishing and the most common reason for the loss or exposure of data is a failure to secure the storage 
location or encrypt the data.  Stopping successful phishing is extremely difficult and the most effective 
solution is employee training.  Data loss often results from a failure to apply patches for know vulnerabilities.  
The Open Web Application Security Project®, for example, maintains a “Top 10” lists of the most common 
vulnerabilities and MITRE maintains lists of vulnerabilities and weaknesses.  New vulnerabilities and exploits 
are discovered weekly and patching is a constant workload. 
 
Since operating and securing IT is so hard, a prudent solution is to use managed services.  As with the list of 
tools in Table 1, there are many options and only a few service providers do an excellent job in all areas.  
Using multiple vendors is an option, but leaves open the possibility for overlap or underlap in coverage and 
requires careful management. 
 
An effective solution is leveraging one or more of the major platforms, such as Microsoft Azure, which 
provides comprehensive and extremely effective solutions for almost every area covered by Table 1.  While 
you can work directly with the platform, it may be prudent to get some expert advice about which services are 
needed for your business and how to configure them.  Prices can vary widely based on what version of the 
service is selected, how it is configured, and whether you use 3d party tools. 
 
If your business uses Windows, upgrading your desktop and laptop computers to Windows 10 and turning on 
“automatic updates” and hard drive encryption will go a long way toward reducing your vulnerabilities.  
Combined with anti-phishing training for employees, managed services for network and cybersecurity 
operations, and a thorough annual review of your security posture will go a long way towards reducing your 
chances of being hacked. 


